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Introduction

E-safetyencompasses Internettechnologies and electroniccommunications such as mobile phones
andwirelesstechnology. It highlightsthe needtoeducatechildren and young people about the
benefits and risks of using new technology and provides safeguards and awareness for users to
enable them to control their online experiences.

The E-Safety Subject Leader for TRPS is: Mr Salihu Peters

E-safety depends on effective practice at a number of levels:
e ResponsibleICTusebyallstaffand pupils; encouragedbyeducation and made explicit
through published policies.
e Sound implementation of E-Safety policy in both administration and curriculum,
including secure school network design and use.
e Safeandsecureinternetaccessincludingeffective managementofcontent filtering.

Why is Internet Use Important?

The Internet is an essential element in 21st century life for education, business and social
interaction. The school has a duty to provide students with quality Internet access as part of
their learning experience. The Internet use is a part of the statutory curriculum and a
necessary tool for staff and pupils.

At TRPS, we understand the responsibility to educate our pupils in e-safety issues; teaching
them the appropriate behaviour and critical thinking skills to enable them to remain both safe
and legal when using the internet and related technologies, in and beyond the context of the
classroom. This is done through computing and whole school assembly sessions.

How does Internet Use Benefit Education?

Benefits of using the Internet in education include:

e access to world-wide educational resources including museums and art galleries;

e educationaland culturalexchanges between pupils world-wide;

e access to experts in many fields for pupils and staff;

e professional development for staff through access to national developments, educational
materials and effective curriculum practice;

e collaborationacrosssupportservices and professional associations;

e improved access to technical support including remote management of networks and
automatic system updates;

e accesstolearning whereverand whenever convenient.
How can Internet Use Enhance Learning?

e Theschool Internet access will be designed expressly for pupil use and includes filtering
appropriate to the age of pupils.

e Pupils will be taught what Internet use is acceptable and what is not and given clear
objectivesfor Internet use.

e Internetaccesswill be plannedto enrich and extend learning activities.

e Staff should guide pupils in on-line activities that will support learning outcomes
planned for the pupils’ age and maturity.

e Pupils will be educated in the effective use of the Internet in research, includingthe
skills of knowledge location, retrievaland evaluation.



e As pupils progress through the school into Key Stage 2, they will be taught to be
critically aware of the materials they read and shown how to validate information
before accepting its accuracy.

e Pupilswill be taught how to report unpleasant Internet content.

Authorised Internet Access

e The internet access will include filtering provided by the TRPS ICT Department. Our
Firewall will prevent access to any inappropriate sites. Any breaches to security must
be immediately reported to the Headmaster or the E-safety Officer.

e The school will maintain a current record of all staff and pupils who are granted
Internet access.

e User ID and passwords for staff and pupils who have left the school are removed from
the system during the months of August and September.

o All staff must read and sign the ‘Acceptable ICT Use Agreement’ before using any
school ICT resource.

e Parents will be informed that pupils will be provided with supervised Internet access.

e Pupils must agree to comply with the “Responsible Internet Use” statement before
being granted Internet access.

World WideWeb

o If staff or pupils discover unsuitable sites, the URL (address), time, content must be
reported to the E-safety Officer who will pass the information on to the Headmaster and
ICT Support Manager.

e Pupilsshould betaughtto be critically aware of the materials they are shownandhowto
validateinformationbeforeacceptingitsaccuracy.

E-mail

e Pupilslearn about E-safety through E-safety activities in ICT lessons.

e Staff member’s personal email addresses should never be disclosed without their
expresspermission.

e E-mail sent to external organisations should be written carefully and authorised
before sending, in the same way as a letter written on school headed paper.

Social Networking

e The school will endeavour to block / filter access to social networking sites and
newsgroups unless a specific use is approved.

e Pupils will be advised never to give out personal details of any kind, which may
identify them or their location.

e Pupils will not have access to social networking sites at school, but the school will
educate pupils in their safe use e.g. use of passwords.

e They will be advised to never give out personal details of any kind, which may identify
them, anybody else or their location.



e Pupils, parents and staff will be advised on the safe use of social network spaces.

e Pupils will be advised to use nicknames and avatars when using social networking
sites.

e Staff must not communicate with students using public social networking sites such as
Facebook, Messenger, Instagram, MySpace, Twitter, etc.

Filtering

e The ICT Support Manager will ensure that the filtering systems of the school network
are effective.

e All files downloaded from the Internet, received via e-mail or on removable media
(e.g. CD-ROM or Memory Stick) will be checked for any viruses using school provided
anti-virus software before files are opened.

e If you suspect there may be a virus on any school ICT equipment, stop using the
equipment and contact the ICT Department immediately.

o |If staff or pupils discover an unsuitable site, it must be reported to the E-Safety Officer
or Headmaster, who will inform the ICT Support Manager.

Managing Emerging Technologies

e Emerging technologies will be examined for educational benefit and the senior
management team will carry out a risk assessment before use in school is allowed.

o Mobile phones will not be permitted for personal use during lessons or formal school
time.

e The sending of abusive or inappropriate text messages is forbidden.

o Staff will be issued with a school phone on trips and off-site visits to communicate
with the school and other adults accompanying the group on the outing.

e |If pupils bring a mobile phone into the school this needs to be handed to the school
secretary at the beginning of the day for safekeeping and collected at the end of the
school day.

e The tablet is a school tool designed to enhance classroom practice. Children are not
permitted to download or access any material, which is illegal, inappropriate or may
cause harm or distress to others.

o |f staff or pupils discover unsuitable Apps on the tablet, it must be reported to the E-
Safety Officer, who will inform the ICT Support Manager.

Published Content and the School Website

e The contact details on the Website should be the school address, e- mail and
telephone number. Staff or pupils’ personal information will not be published.

e The Headmaster or nominee will take overall editorial responsibility and ensure that
content is accurate and appropriate.



Publishing Pupils’ Images and Work

e On a pupil’s entry to the school, parents / carers will be asked to give permission for
their child’s photos to be used in a variety of ways. The purpose will be clearly
explained and agreed including Learning Journeys, display and on some occasions
other children’s Learning Journeys. Parents must give specific consent for photographs
to be used in newsletters, newspapers, papers, magazines etc. This consent will be
considered valid for the entire period that the child attends this school unless there is
a change in the child’s circumstances where consent could be an issue.

e Parents /carers may withdraw permission, in writing, at any time.

e Pupils’ full names will not be used anywhere on the Web site or Blog, particularly in
association with photographs.

e Permission from parents or carers will be obtained before photographs of pupils are
published.

e The school will request that any photos/images taken by parents during whole school
events, such as concerts and sports day, will be for their personal use only and not be
published on the internet including social networking sites.

Information System Security

e School ICT systems capacity and security will be reviewed regularly.

e Virus protection will be installed and updated regularly.

e The information system security covers fixed and mobile internet; school PCs, laptops,
tablets and digital video equipment. It should also be noted that devices owned
personally by staff and pupils but brought onto school premises (such as mobile
phones, tablets, Kindles) are subject to the same requirements as technology provided
by the school.

Protecting Personal Data

e Teachers may carry data on memory sticks or other removable data carriers in order
to access their files both at home and at school. Any data carried in this way must be
encrypted using appropriate encryption software, e.g., True Crypt.

Assessing Risks

e The school will take all reasonable precautions to prevent access to inappropriate
material.

e The ICT Support Manager will audit ICT use to establish if the e-safety policy is
adequate and that the implementation of the E-Safety policy is appropriate.

Handling E-Safety Complaints

e A senior member of staff, the E-Safety Officer or the Headmaster, will deal with
complaints of Internet misuse.

e Any complaint about staff misuse must be referred to the Headmaster or the E-Safety
Officer.



e Complaints of a child protection nature must be dealt with in accordance with school
child protection procedures.

e Pupils and parents will be informed of the Complaints Procedure.

e Pupils and parents will be informed of consequences for pupils misusing the Internet.

Communication of Policy

Pupils
e Rules for Internet access will be posted in classrooms, on the mobile units and in the
library.
e Pupils will be informed that Internet use will be monitored.
e As the pupils progress through the school, children will be taught these SMART tips
(from Childnet International —-www.childnet.com):

Safe — Keep safe by being careful not to give out personal information — such as your full
name, e- mail address, phone number, home address, photos or school name — to people you
are chatting with online.

Meeting — Meeting someone you have only been in touch with online can be dangerous. Only
do so with your parents’ or carers’ permission and even then only when they can be present.
Accepting — Accepting e-mails, IM messages, or opening files, pictures or texts from people
you don’t know or trust can lead to problems — they may contain viruses or nasty messages!
Reliable — Information you find on the Internet may not be true, or someone online may be
lying about who they are.

Tell — Tell your parent, carer or a trusted adult if someone or something makes you feel
uncomfortable or worried, or if you or someone you know is being bullied online.

You can report online abuse to the police at www.thinkuknow.co.uk

Staff
o All staff will be given the school E-safety Policy and its importance explained.
e Staff should be aware that Internet traffic will be monitored and can be traced to the
individual user. Discretion and professional conduct is essential.

Parents

e Parents’ attention will be drawn to the school E-Safety Policy in newsletters and on
the school website.

e Parents will be informed about the SMART rules taught to the children in school and
will be informed that they may wish to invest in security software for their own
computers.

e 10 safety rules will be shared with parents (taken from the e-safety white paper):

Maintain a basic understanding of computers

Understand the digital safety issues that children face
Monitor tools and programmes that children are using online
Restrict how much time children are spending online
Communicate and be vigilant

Establish ground rules to keep children safe online

Apply usage policies and guidelines for social media

Utilise resources to help protect children online

Set ground rules for mobile technology

Help children to understand e-safety


http://www.thinkuknow.co.uk/

Monitoring and Review
The E-Safety Policy will be reviewed annually by the E-Safety Subject Leader.

APPENDIX 1) E-Safety Rules 2) Think then Click 3) Respecting and caring for the whole-school
community when taking photos and video 4) Staff Acceptable ICT User Agreement 5) Guide to

the Use of Images



LowerPrimary

Think then Click

These rules help us to stay safe on the Internet:

We only use the internet when an adult is with us

)
We can click on the buttons or links when we ®
know what they do.

|\ We can search the Internet with an adult.

We always ask if we get lost on the Internet. O (bO

Upper Primary

Think then Click

e-Safety Rules for Upper Primary

e  We ask permission before using the Internet.

e  We onlyuse websites that an adult has chosen.

e  Wetell an adultif we see anything we are uncomfortable with.
e  Weimmediately close any webpage we are not sure about.

e  We never give out personal information or passwords.

° We do not use Internet chatrooms.




E-Safety Rules

These e-Safety Rules help to protect pupils and the school by describing acceptable
and unacceptable computer use.

e The school owns the computer network and can set rules for its use.

e [tisacriminal offence touse acomputerornetwork forapurpose not permitted
by the school.

e Irresponsible use may result in the loss of network or Internet access.

e Network access mustbe made viathe user’s authorised accountand password,
which mustnot be givento any unauthorized person.

¢ Allnetwork and Internet use must be appropriate to education.

e Copyrightand intellectual property rights must be respected.

e Messages shall be written carefully and politely, particularly as email could be
forwarded to unintendedreaders.

¢ Anonymous messages and chain letters are not permitted.

e Users musttake care not to reveal personal information through email, personal
publishing, blogs ormessaging.

e Theschool ICT systems may notbe usedfor private purposes, unless the E- safety
Officer has given specific permission.

The school may exercise its right to monitor the use of the school’'s computer
systems, including access to web-sites, the interception of e-mail and the deletion of
inappropriate materials where it believes unauthorised use of the school’s computer
system may be taking place, or the system may be being used for criminal
purposes or for storing unauthorised or unlawful text, imagery or sound.




~ Staff Acceptable ICT Use Agreement

Toensurethat staff are fully aware of their professional responsibilities when using
information systems, they are asked to sign this code of conduct. Staff should
consult the school’s e-safety policy for further information and clarification.

e The information systems are school property and | understand thatitis a
criminal offence to use a computer for a purpose not permitted by its owner.

e lwillensurethatmyinformationsystemsusewillalwaysbe compatible with my
professionalrole.

e | understand that school information systems may not be used for private
purposes, without specific permission from the E-safety Officer.

¢ |understand that the school may monitor my information systems and Internet use
to ensure policy compliance.

e | will respect system security and | will not disclose any password or security
information to anyone other than an appropriate authorised person.

¢ | will notinstall any software or hardware without permission.

e | will ensure that personal data is kept secure and is used appropriately,
whether in school, taken off the school premises or accessed remotely.

e | will respect copyright and intellectual property rights.

e |willreportanyincidentsofconcernregarding children’s safetytothe school E-
safety Officer orthe designated Child Protection Coordinator.

e | will ensure that any electronic communications with pupils are compatible with
my professional role.

e |lwillpromote e-safety with pupils in my care and will help them to developa
responsible attitudeto systemuseandtothe contentthey access or create.

The school may exercise its right to monitor the use of the school’sinformation
systems, including Internet access, the interception of e-mail and the deletion of
inappropriate materials where it believes unauthorised use of the school’s
information system may be taking place, or the system may be being used for
criminal purposes or for storing unauthorised or unlawful text, imagery or sound.

Ihaveread,understood and agreewiththe Information Systems Code of Conduct.

Signed: ..o

Capitals: ..ovvvveeeeeeeee,




The Regent School Abuja

Respecting and Caring
for the
Whole School Community
when taking
Photographs and Videos

Weare happy for parentsand carersto take photos and video of
the school productionandassembliesfor personal use on condition
that these images and videos are not distributed or put online. Thisis
to protect all members of the school community.

Thank you for your support




